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June 19, 2019 
 
 
Dear UP Mail Account Users: 
 
Please be warned of a malicious website masquerading as a University of the Philippines portal, stating 
that “WE ARE UPDATING OUR LATEST EMAIL ACCOUNT SECURITY SERVICES, AS WELL AS 
DELETING OF ALL INACTIVE EMAIL ACCOUNTS.” Additionally, the website states “YOU ARE 
REQUIRED TO LOGIN BELOW TO UPDATE YOUR MAILBOX ACCOUNT IMMEDIATELY”. 
 
This website is NOT connected to the University in any way, and any information on it is ​COMPLETELY 
FALSE​. 

⚠ ⚠  

 
 
Should you need further information with regards security, kindly contact the ITDC Helpdesk at (02) 
376-3100 and (02) 376-3101 or send an email to ​helpdesk@up.edu.ph  
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